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*M. Orabi, D. Mouheb, Z. Al Aghbari, and I. Kamel, “Detection of Bots in Social Media: A Systematic Review,”
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MeToabl aHHOTaUMM U UX HeAOCTaTKU

PyuyHas pasmeTka  Bnokmposka / [leknapaums Mokynka

* N/A
HEBO3MOKHO BEPUPULUMNPOBATL 14

* PyyHaa pa3smeTKa '

Cy6bEKTUBHO M A0POro 10

* BnokuposKa / Neknapayms
3P PEKTUBHOCTb rapPaHTUPOBAHO
HUXKe OpUrnHana

o N OB~ OO

* [loKynKa
C/IOXKHOCTb CO34aHMA BoNbLLINX
Habopos

*M. Orabi, D. Mouheb, Z. Al Aghbari, and |. Kamel, “Detection of Bots in Social Media: A Systematic Review,”
Inf. Process. Manag., vol. 57, no. 4, 2020, doi: 10.1016/j.ipm.2020.102250.



Lenb

MNpoBepuTb TEOPETUYECKOE KaYyeCTBO aHHOTALMKU YEN0BEKOM

HO —venosek He moXKeT onpeaenuTb bora (P < 0.5)
H1 - yenosek moxet onpeaenuts 6ota (P > 0.5)

*M. Orabi, D. Mouheb, Z. Al Aghbari, and |. Kamel, “Detection of Bots in Social Media: A Systematic Review,”
Inf. Process. Manag., vol. 57, no. 4, 2020, doi: 10.1016/j.ipm.2020.102250.



MeToaonormsa

Dataset | Type | Company | Count | Descriptions

~ ] 1) Botbl = BOTS

2) CmelleHHble
nonb3osatenu = SHIFT

Users from group "velosipedization" that is dedicated to

user_1 activists community 385 development of bicycle transport.
. . fr "belt " that is dedicated t

user_2 | mass media community 298 Users Om group Thefteanews” that 18 dedicated to

- Belarussian news.

fr "t " that is dedicated t 1

user_3 | developers community 332 Users from group "tproger” that is dedicated to Ay

— software development. j-l yLI a M H bl e

" n 3 3

nser_4 sport community 994 Users from group "mhl" that is dedicated to

youth hockey.

user_5 | mass media community 490 Users.: from group "true_lentach" that is dedicated to I_I O j'l b30 B aTe j'l M -_— R A N D
Russian news.

Users from group "mcelroy _dub" that is dedicated to

re-playing of funny videos.

Users from group "sevcableport" that is dedicated to

creative space.

user_8 festival community 259 g;ifoir%z; t;g\rrZI.l p "biglestava® that is dedicated to 4) B e p M d) M LII M p O B a H H bl e

Users from group "hcakbars" that is dedicated to

f ity of hock lub. —
B O O . faio s nonb3oBatenu = STUDENT

software development and memes.

user_6 blogger community 251

user_7 commerce community 284

user_9 sport community 181

user 10 | developers community 397




bot_detector

MeToaonormsa
lstert s

4 6yny nocbinate Tebe cchinky Ha

1 ) B OTS ;lsc;fi)snw BK a Tbl nonpobyi yrapgatb fISOT

370 6OT?

2) BOTS + S H I FT 73 Daniar Alshanbaev | :'{s',

— — HE 3HAIO
aHHOTaTopa

BOT

3) BOTS + RAND

370 60OT?

Larisa Drigina .
-»

4) BOTS + STUDENT .

HE 3HAIO

BOT USER

310 60T?

Artyom Baybuza rﬂ.‘l




Pe3ynbTaThl

BOTS+STLUDENTS - HIGH L

Al | DATA - HIGH *—e
BOTS ONLY - HIGH | &%

BOTS+GROUPS SHIFTED - HIGH - L
AOTS+RANDDOM - HESH - —
Al L DATA - MID

&
&
—a
BOTS+GROUPS_SHIFTED - MID L o
AOTS+RANDOM - MID - r—a
HOTS ONLY - MID —=a
BOTS+STLDENTS - MID r—_a
BOTS+RANDOM - LOWY -
BOTS ONLY - LOWY —_a

BOTS+GROUPS_SHIFTEL - LEWY L 2

BOTS+STLUDENTS - LEWY - &
Al L DATA - LEWY 8
HOTS+RANDOM - ALL TR AL ITIES
BOTS ONLY - ALL QUAILITIES - '_I—.
BOTS+GROUPS SHIFTED - ALL QUALITIES *—s
BOTS+STUDENTS - ALL QUALITIES - —a

AlL DATA - AL QUAILITIES L




Pe3ynbTaThl

BOTS+HSTUDENTS - LIVE

Al L DATA - LIVE

HOTS ONLY - LIVE
BOTS+GROUPS_SHIFTED - LIVE
BOTS+HRANDXIM - LIVE -

Al L DATA - MID

BOTS+GROUPS_SHIFTED - MID
AOTS+RANDOM - MID -

HOTS ONLY - MID
BOTS+STLDENTS - MID
BOTS+RANDOM - LOWY

BOTS ONLY - LOWY
BOTS+GROUPS_SHIFTEL - LEWY
BOTS+STLUDENTS - LEWY

Al L DATA - LEWY

HOTS+RANDOM - ALL TR AL ITIES
BOTS ONLY - ALL QUAILITIES -
BOTS+GROUPS SHIFTED - ALL QUALITIES
HOTS+STULRENTS - ALL QUALITIES
AlL DATA - AL QUAILITIES

—a
—a
|
T T T T T T T
02 4+ 04 05 06 o7 OB




Pe3ynbTaThl

BOTS+HSTUDENTS - LIVE

Al L DATA - LIVE

HOTS ONLY - LIVE
BOTS+GROUPS_SHIFTED - LIVE
BOTS+HRANDXIM - LIVE -
BOTS+STLUDENTS - HIGH

Al | DATA - HIGH

BOTS ONLY - HIGH
BOTS+GROUPS SHIFTED - HIGH -

HOTS+RANDOM - HESH

BOTS+RANDOM - LOWY

BOTS ONLY - LOWY
BOTS+GROUPS_SHIFTEL - LEWY
BOTS+STLUDENTS - LEWY

Al L DATA - LEWY

HOTS+RANDOM - ALL TR AL ITIES

BOTS ONLY - ALL QUAILITIES -
BOTS+GROUPS SHIFTED - ALL QUALITIES
BOTS4-STUDENTS - ALL QUALITIES -

AlL DATA - AL QUAILITIES

—a
—a
|
T T T T T T T
02 4+ 04 05 06 o7 OB




BOTS+HSTUDENTS - LIVE & &
Al L DATA - LIVE T8
.—

HOTS ONLY - LIVE

Pe3ynbTaThl s chows s e | :

BOTS+HRANDXIM - LIVE - —a
BOTS+STLUDENTS - HIGH - 8
Al | DATA - HIGH r—=a

AOTS ONLY - HIGH | &%

BOTS+GROUPS SHIFTED - HIGH - & 2
HOTS+RANDOM - HESH —a
Al L DATA - MID —a
BOTS+GROUPS_SHIFTED - MID L &
AOTS+RANDOM - MID - r—a
HOTS ONLY - MID 8

BOTS+STLDENTS - MID r—

HOTS+RANDOM - ALL TR AL ITIES
BOTS ONLY - ALL QUAILITIES -

BOTS+GROUPS SHIFTED - ALL QUALITIES *—s
BOTS+STUDENTS - ALL QUALITIES - —a
AlL DATA - AL QUAILITIES L

L+ [+ | o4 05 1] L+ OH



Pe3ynbTaThl

BOTS+HSTUDENTS - LIVE

Al L DATA - LIVE

HOTS ONLY - LIVE
BOTS+GROUPS_SHIFTED - LIVE
BOTS+HRANDXIM - LIVE -
BOTS+STLUDENTS - HIGH

Al | DATA - HIGH

BOTS ONLY - HIGH
BOTS+GROUPS SHIFTED - HIGH -
HOTS+RANDOM - HESH

Al L DATA - MID
BOTS+GROUPS_SHIFTED - MID
AOTS+RANDOM - MID -

HOTS ONLY - MID
BOTS+STLDENTS - MID
BOTS+RANDOM - LOWY

BOTS ONLY - LOWY
BOTS+GROUPS_SHIFTEL - LEWY
BOTS+STLUDENTS - LEWY

Al L DATA - LEWY

—
E—
]
—1tT:
2
-
—a
]
r—a
r—a
r—a
—a
r—a
L 8
» 8
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Pe3y/bTaThl

B peanbHOCTH:
M = Mclf * Myata
Hanpumep:
Acc = 0.9le % 0-9data

MNpeacrasmm cebe
“npeanbHyio mogens”, ¢
Acc = 15 * Xggta

Ha6op Gotos KauvecTtBO Balanced FPR FNR
Accuracy

BOTS LOW 0.901 0 0.099
MID 0.814 0.186

HIGH 0.296 0.704

LIVE 0.623 0.377

BOTS + RAND LOW 0.578 0.611 0.233
MID 0.583 0.224

HIGH 0.402 0.586

LIVE 0.472 0.445

BOTS + SHIFT LOW 0.817 0.161 0.205
MID 0.802 0.235

HIGH 0.749 0.341

LIVE 0.662 0.515

BOTS + STUDENT | LOW 0.936 0.075 0.053
MID 0.856 0.212

HIGH 0.704 0517

LIVE 0.717 0.491




BbiBOAbI BO3MOXHOCTU

* 3PPEKTUBHOCTb KaaccnpumKkaumm * PasHuua mexay metogom “3akynkn”
CUCTEM Ha OCHOBE aHHOTAaLUU HUKE n “aHHoTaumen” nossonsaet
AeKknapmpyemon NPOU3BOAUTb Ka4eCTBEHHbIW aHann3

* Takune cucrtembl HEe CMOTyYT * MeTopa “3akynku® nossonseT
pacno3HaTb 6oabWMHCTBO 60TOB NPOM3BOAUTb KOHTPO/Ib KAYecTBa Npwu
BbICOKOrO Ka4yecTBa aHHOTaUWUn

* Takne cuctemsbl He nPUMEHUMDI ONA
3a/4a4 rnobanbHOro MOHUTOPUHTIA

N KoHdpepeHuu Konomeeuy Makcnum
PchpmnTo PhD, c.H.c. C[16 ®UL, PAH

kolomeec@comsec.spb.ru



